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CHAPTER 5

EXEMPTI ONS

A, USE AND ESTABLI SHVENT OF EXEMPTI ONS

1. Types of exenptions

a. There are two types of exenptions permtted by the Privacy Act.

(1) Ceneral exenptions that authorize the exenption of a system
of records fromall but certain specifically identified provisions of the Act.

(2) Specific exenptions that allow a system of records to be
exenpted only from certain designated provisions of the Act.

b. Nothing in the Act permts exenption of any systemof records from
all provisions of the Act.

2. Establishing exenptions

a. Neither general nor specific exenptions are established autonatic-
ally for any system of records. The head of the DoD Conponent maintaining the
system of records nust nmake a determ nation whether the systemis one for which
an exenption properly may be clainmed and then propose and establish an exenp-
tion rule for the system No systemof records within the Departnent of
Def ense shall be considered exenpted until the head of the Conponent has
approved the exenption and an exenption rule has been published as a final
rule in the Federal Register (see subsection A 6. of Chapter 6).

b. Only the head of the DoD Conponent or an authorized designee nay
claim an exenption for a system of records.

c. A systemof records is considered exenpt only fromthose provision
of the Privacy Act (reference (b)) which are identified specifically in the Com
ponent exenption rule for the system and which are authorized by reference (b).

d. To establish an exenption rule, see subsection B.2. of Chapter 6.

3. Blanket exenption for classified naterial

a. Include in the Conponent rules a blanket exenption under 5 U.S.C.
552a(k)(1) (reference (b)) fromthe access provisions (5 U.S5.C. 552a(d)) and
the notification of access procedures ,(5 U.S.C. 522a(e)(4)(H) of the Act for
all classified material in any systems of records maintained.

b. Do not claim specifically an exenption under section 552a(k)(1)

(reference (b)) for any system of records. The blanket exenption affords
protection to all classified material in all system of records maintained.
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4. Provisions from which exenptions may be clainmed

a. The head of a DoD Conponent may claiman exenption fromany provision
of the Act from which an exenption is allowed (see Appendix D).

b. Notify the Defense Privacy Ofice before claimng an exenption for
any system of records fromthe follow ng:

(1) The exenption rule publication requirenent (5 U 8.C. 552a(j) )
(reference (b) );

(2) The requirenment to report new systems of records (5 U.S.C.
552a(0)); or

(3) The annual report requirenment (5 U S. C. 552a(p)).

5. Use of exenptions

a. Use exenptions only for the specific purposes set forth in the
exenption rules (see subsection B.2. of Chapter 6).

b. Use exenptions only when they are in the best interest of the
governnent and limt themto the specific portions of the records requiring
protection.

c. Do not use an exenption to deny an individual access to any record
to which he or she woul d have access under DoD 5200.7-R (reference (f)).

6. Exenpt records in nonexenpt systens

a. Exenpt records tenporarily in the hands of another Conponent are
consi dered the property of the originating Conponent and access to these records
is controlled by the system notices and rules of the originating Conponent.

b. Records that are actually incorporated into a systemof records may
be exenpted only to the extent the system of records into which they are incor-
porated has been granted an exenption, regardless of their original status or
the system of records for which they were created.

c. If arecord is accidentally msfiled into a system of records, the
system notice and rules for the systemin which it should actually be filed wll
govern,

B. GENERAL EXEMPTI ONS

1. Use of the general exenptions

a. No DoD Conponent is authorized to claimthe exenption for records
maintained by the Central Intelligence Agency established by 5 U.S.C. 552a(j)(1)
(reference (b) ) .

b. The general exenption established by 5 U.S.C. 552a(j)(2) (reference
(b)) ™ ay be clained to protect investigative records created and maintained by
| aw- enf orcement activities of a DoD Conponent.

5-2




DoD 5400. 11-R

c. To qualify for the (j)(2) exenption, the system of records nust be
mai ntained by an element that perforns as its principal function enforcement of
the crimnal law, such as U.S. Arny Crimnal Investigation Conmand (CIDC),
Naval |nvestigative Service (NIS), the Air Force Ofice of Special Investiga-
tions (AFOSI), and [Jilitary police activities. Law enforcenent includes police
efforts to detect, prevent, control, or reduce crinme, to apprehend or identify
crimnals., and the activities of correction, probation, pardon, or parole
authorities.

d. Information that may be protected under the (j)(2) exenption include:

(1) Records conpiled for the purpose of identifying crimnal
of fenders and al |l eged offenders consisting only of identifying data and not a-
tions of arrests, the nature and disposition of crimnal charges, sentencing,
confinenent, release, parole, and probation status (so-called crimnal history
records);

(2) Reports and other records conpiled during crimnal investiga-
tions, to include supporting docunentation.

(3) Other records conpiled at any stage of the crimnal law
enforcenent process fromarrest or indictnent through the final release from
parol e supervision, such as presentence and parole reports.

e. The (j)(2) exenption does not apply to:

(1) Investigative records prepared or maintained by activities
wi thout primary |awenforcement mssions. It nmay not be clainmed by any
activity that does not have |aw enforcenent as its principal function

(2) Investigative records conpiled by any activity concerning
enpl oyee suitability, eligibility, qualification, or for individual access to
classified material regardless of the principal mssion of the compiling DoD
Conponent .

g. The (j)(2) exenption claimed by the |awenforcenment activity wll
not protect investigative records that are incorporated into the record system
of a nonlaw enforcenent activity or into nonexenpt systens of records (see para-
graph A.e.b. of this Chapter). Therefore, all system managers are cautioned to
conply with the various regulations prohibiting or limting the incorporation of
i nvestigatory records into systemof records other than those naintained by law-
enforcenent activities.

2. Access to records for which a (j)(2) exemption is clained. Access to
i nvestigative records in the hands of a |aw enforcenent activity or tenporarily
in the hands of a mlitary commander or other crimnal adjudicative activity
shal | be processed under DoD 5200.7-R, (reference (f)) provided that the system
of records fromwhich the file originated is a |aw enforcenent record system
that has been exenpted from the access provisions of this Regulation (see para-
graph A.6.a. of Chapter 3).
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C. SPEC FI C EXEMPTI ONS

1. Use of the specific exenptions. The specific exenptions permit certain
categories of records to be exempted from certain specific provisions of the
Privacy Act (see Appendix D). To establish a specific exenption, the records
must neet the followng criteria (parenthetical references are to the appro-
priate subsection of the Act (5 U.S.C. 552a(k)) (reference (b)):

). Information specifically authorized to be classified under

a. (k)(
reference (a)) (see also subsection A 3. of this Chapter).

DoD 5200. 1-R |

b. (k) (2) . Investigatory information conpiled for |aw enforcenent
pur poses by nonlaw enforcenent activities and which is not within the scope of
subsection B.1. of this Chapter. If an individual is denied any right, privilege
or benefit that he or she is otherwise entitled by federal |law or for which he or
she would otherwise be eligible as a result of the maintenance of the infornmation
the individual will be provided access to the information except to the extent
t hat disclosure would reveal the identity of a confidential source. This sub-
section when clained allows limted protection of investigative reports main-
tained in a system of records used in personnel or admnistrative actions.

c. (k)(3). Records nmintained in connection With providing protective
services to the President and other individuals under 18 U S.C., Section 3506
(reference (n) ).

d. (k)(4). Records maintained solely for statistical research or program
eval uation purposes and which are not used to make decisions on the rights, bene-
fits, or entitlenent of an individual except for census records which may be dis-

closed under 13 U.S.C., Section 8 (reference (I)).

e. (k) (5 . Investigatory naterial conpiled solely for the purpose of
determning suitability, eligibility, or qualifications for federal civilian
enpl oynent, mlitary service, federal contracts, or access to classified infor-
mation, but only to the extent such Oaterial would reveal the identity of a
confidential source. This provision allows protection of confidential sources
used in background investigations, enploynment inquiries, and simlar inquiries
that are for personnel screening to determne suitability, eligibility, or
qual i fications.

f. (k)(6). Testing or exam nation material used solely to determ ne
i ndi vidual qualifications for appointnment or promotion in the federal or Oiii-
tary service, if the disclosure would conprom se the objectivity or fairness of
the test or exam nation process.

g. (k)(7). Evaluation material used to determ ne potential for prono-
tion in the Mlitary Services, but only to the extent that the disclosure of such
material would reveal the identity of a confidential source.

2. Promses of confidentiality

a. Only the identity of sources that have been given an express promse
of confidentiality may be protected from di scl osure under paragraphs C.1.b.,
C.l.e., and C.1.g. However, the identity of sources who were given inplied
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prom ses of confidentiality in inquiries conducted before September 27, 1975,
may al so be protected from disclosure.

b. Ensure that promses of confidentiality are used on a limted basis
in day-to-day operations. Establish appropriate procedures and identify fully
t hose categories of individuals who Oay Oake such prom ses. Prom ses of con-
fidentiality shall be nade only when they are essential to obtain the inform-
tion sought.

3. Access to records for which specific exenptions are clainmed. Deny the
i ndi vidual access only to those portions of the records for which the clained
exenption applies.
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